
There are over 300,000 companies in the US Defense Industrial Base. Most of
those companies are small companies with less than 500 employees. The

requirements imposed by the CMMC framework are difficult and near
impossible for a small business to meet on their own. They will need a cost

effective solution to be compliant. The standard was released in January 2020
and the plan is to pilot it with a subset of contracts pulling in up to 1000

suppliers for audit. CMMC certification will be phased in to all DoD contracts
over the next five years. 

 
In the meantime, companies still need to self-certify that they meet NIST SP 800-
171. This publication defines policies that apply to all prime and subcontractor

companies conducting business with the Federal Government.
Many businesses need to look at their supply chain to ensure compliance with

NIST security standards.
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